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Abstract
Ultra-dense networking (UDN) is considered 

as a promising technology for 5G. In this article, 
we define user-centric UDN  (UUDN) by intro-
ducing the philosophy of the network serving user 
and the “de-cellular” method. Based on the anal-
ysis of challenges and requirements of UUDN, a 
new architecture is presented that breaks through 
the traditional cellular architecture of the network 
controlling user. Dynamic AP grouping is pro-
posed as the core function of UUDN, through 
which a user could enjoy satisfactory and secure 
service following her movement. Furthermore, 
we provide methods for mobility management, 
resource management, interference management, 
and security issues. We point out that these func-
tions should be co-designed and jointly optimized 
in order to improve the system throughput with 
higher resource utilization, better user experience, 
and increased energy efficiency. Finally, future 
works in UUDN are discussed.

Introduction
Mobile Internet and mobile apps, enabling us to 
connect with the world anytime and anywhere, 
are changing people’s daily lives. Popular mobile 
Internet services include online multimedia 
streaming, mobile social networking, interactive 
gaming, and so on. Those lead to the explosive 
mobile traffic growth in recent years. Based on 
statistics [1], the global mobile traffic volume in 
2013 had increased 30 times compared to that 
in 2008. In the future, more and more devices 
will be connected by mobile systems, and many 
new services such as ultra-high definition video, 
3D video, virtual reality, and augmented reality 
will be supported through smart mobile devic-
es. This will lead to faster increases in mobile 
traffic, especially in dense user areas. Telecom-
munication is now evolving to a new generation 
of mobile system, that is, the fifth generation 
(5G), toward 2020 and beyond [2]. One of the 
key requirements is very high traffic density in 
crowded city and hotspot areas. In some typical 
scenarios, the area throughput requirement may 
reach as high as 20Tb/s/km2, which is equal to 20 
Mb/s/m2 [3]. Area spectrum efficiency becomes 
one of the key metrics to evaluate future mobile 
systems for very dense traffic demands [4], and 
then impacts system capacity.

There are three methods of enhancing system 
capacity:
•	Increasing the spectrum efficiency of the air 

interface (bits per second per Hertz) by better 
modulation and channel coding

•	Adding more spectrum bandwidth
•	Spectrum reuse by reducing the cell size

In [5], it is observed that by 2008, the wire-
less communication capacity had increased 1 mil-
lion times from 1957. Among these gains, 25 
improvements came from wider spectrum, and 
25 improvements were contributed by advanced 
air interface design, and 1600 huge improve-
ments were due to reduced cell sizes and trans-
mit distance. From the viewpoint of evolving 
techniques, the potential gains derived from the 
advance of wireless modulation are approaching 
the floor. Therefore, we can conclude that the 
increasing density of access points (APs) with 
smaller coverage is the most efficient way to 
improve system capacity, especially in hotspots. 
China promoted Long Term Evolution (LTE)-Hi 
[6] to increase the system throughput for indoor 
and hotspot areas. Small cell enhancement is one 
of the most important features of Third Gen-
eration Partnership Project (3GPP) Release 12 
[7]. In International Telecommunication Union 
— Radiocommunication Standardization Sec-
tor (ITU-R) Report M.2320 [8], ultra dense 
networking (UDN) is promoted as one of the 
technology trends to meet the high throughput 
requirement of 5G. And METIS [9] considers 
UDN as one of the most important topics toward 
the mobile system for 2020 and beyond.

In this article, we identify UDN toward 5G 
with the following characteristics:
•	Very high density of APs for plenty of mobile 

access opportunities
•	Various kinds of APs for flexible network con-

nection choices
•	Heterogeneous networks with different cover-

age ranges and multiple radio access technolo-
gies (RATs)
Ever since Bell Labs proposed the concept 

of a cellular network in the 1970s, this architec-
ture has been adopted in successive generations 
of mobile networks. For the architecture evolu-
tion path,  [10] points out that the macro-local 
coexistence and coordination in 5G and on will 
replace the macrocellular-dominated architec-
ture of 1G to 4G. UDN is a local-area solution 
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for 5G. In this article, we propose user-centric 
UDN (UUDN), which breaks through the tra-
ditional network- centric cellular architecture. 
We present challenges for UUDN, and then we 
introduce a new architecture of UUDN, and also 
propose the core function and methodologies in 
mobility management, resource management, 
interference management, and security. Conclu-
sions and future work directions are given at the 
end of this article.

Concept and Challenges of UUDN
What Is UUDN?

UDN aims to provide very high data rate to each 
user at indoor and hotspot areas, including office, 
dense residential, stadium, and open-air-gath-
ering environments, and so on [8]. A traditional 
cellular system usually provides seamless cover-
age for a large area. Distinct characteristics of 
UDN and the traditional cellular network are 
summarized in Table 1.

The main difference between UDN and the 
traditional cellular network is the density of APs 
or base stations (BSs). There are perhaps thou-
sands of APs in 1 km2 in UDN, compared to at 
most three to five BSs in 1 km2 in the traditional 
cellular network. Correspondingly, only one or a 
very limited number of users is connected to one 
AP in UDN, whereas hundreds or even thou-
sands of active users are supported by one BS.

Another key point is the various types of 
APs in UDN. Besides small cell stations, relay 
stations, and distributed remote radio heads 
(RRHs), user equipment (UE) itself can also act 
as APs in UDN. In a traditional cellular network, 
a macro BS is the main access unit for connec-
tion.

Besides the above characteristics, hetero-
geneous topologies, irregular coverage, flexi-
ble backhaul, wide range spectrum band, lower 
mobility, and very high data rate and traffic vol-
ume are also obvious differences between UDN 
and traditional cellular networks.

Based on the above, we conclude that UDN 
is quite different from the traditional cellular 
deployment. In this article, we define UUDN by 
introducing the philosophy of the network serving 
user and the “de-cellular” method. UUDN is a 
wireless network in which the AP density is com-
parable to the user density. This network will orga-
nize a dynamic AP group (APG) to serve each user 
seamlessly without the user’s involvement. UUDN 
lets a user feel like a network is always following 
it. Thus, the network shall intelligently recognize 
the user’s wireless communication environments, 
and then flexibly organize the required APG and 
resource to serve the user.

There are four main features of UUDN.
An Intelligent Network Knows the User: The 

network will be more intelligent and can auto-
matically detect the terminal’s capability, user 
requirements, and its radio environment, as well 
as construct knowledge information for each 
user.

A Moving Network Follows the User: While a 
user is moving, its APG will be adjusted dynami-
cally to support its movement, which is quite dif-
ferent from the traditional mobility management 
and handover process.

A Dynamic Network Serves the User: An 
APG’s members will be adjusted adaptively to 
match a user’s service requirement. They can 
transmit a data stream jointly and cooperative-
ly to enhance the spectrum efficiency and user 
experience.

A Secure Network Grants the User a Guaran-
tee: The network will provide security guarantees 
through the AP’s authentication when an AP 
joins the APG, and through UE-network authen-
tication. The result of the authentication can 
thus be smoothly perceived or inherited between 
the members within the APG.

Challenges of UUDN
Challenges of Network Architecture: A typical 3GPP 
architecture for a home evolved Node B (HeNB) 
under the 4G LTE/System Architecture Evolution 
(SAE) framework is shown in Fig. 1 [11, 12].

In this architecture, the network side mainly 
includes five entities: the HeNB, local gateway 
(L-GW), mobility management entity (MME), 
serving gateway (SGW), and packet data net-
work Gateway (PDN GW). The function of each 
entity can be found in [12].The function of the 
HeNB is almost the same as a traditional macro 
BS except for smaller coverage. The user’s con-
trol plane and data plane are managed by the 
core network (CN).

For UUDN, AP density and area through-
put will be much higher than 4G small cells. Its 
network will offer smart measuring of the user’s 
radio environment and serve the user dynami-
cally. In a typical scenario, various kinds of APs 
will be supported with their flexible backhaul. 
To realize those features of UUDN, challenges 
faced by the traditional network architecture, 

Table 1. Comparison between UDN and the traditional cellular network.

UDN Traditional cellular 
network

Deployment 
scenarios Indoor, hotspot Wide coverage

Access point 
density

Comparable to the user 
density

Much lower than user 
density

Access point types Small cell, pico femto, 
UE relay, relay Macro/micro base station (BS)

Typical coverage Around 10 m Several hundred meters and 
more

Coverage  
characteristics

Heterogeneous,  
irregular Single layer, regular cell

User density High Low/medium

Backhaul Ideal/non-ideal, wired/ 
wireless Ideal, wired

User mobility Low mobility High mobility

Data rate 
requirement High Low/medium

Spectrum bands Higher, wider Lower, limited
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such as the one in Fig. 1, are:
•	Many functions such as service control and 

mobility control are centralized in the CN 
(e.g., MME and PDN-GW/SGW). It is 
not efficient for UDN with very high traffic 
throughput and very dense APs deployment. 
This will lead to signaling overhead and longer 
data transmission latency between AP and CN.

•	The tight coupling of the user plane and con-
trol plane in the air interface under high AP 
density scenarios will result in difficulties for 
heterogeneous networking.

•	The traditional cellular structure with an HeNB 
has problems supporting APG, advanced inter-
ference management, and resource manage-
ment for UUDN. The higher-layer procedure, 
radio resource management, and mobility 
management functions may not be easily dis-
tributed on each AP independently.

•	The data transmission function of the L-GW 
cannot support user-centric services. More 
functions are needed to be collected and sup-
ported in the L-GW.

Therefore, the new network architecture of 
UUDN should support very high density AP 
deployment and flexible networking. In the new 
architecture, a localized service center should 
measure a user’s radio environment, and pro-
vide better joint processing and quality of ser-
vice (QoS) control. A mobility anchor close to 
users is needed to provide dynamic AP grouping. 
Meanwhile, the CN can be simplified.

Challenges of Mobility Management: The mobility 
management methods in a traditional cellular 
system cannot be applied to UUDN due to the 
following challenges:
•	Location areas are statically configured in a 

traditional network. These areas are irrele-
vant to any user. The boundary of a location 
area in the cellular network becomes unclear 
in UUDN. Thus, the location management 
mode will be changed from static AP planning 
to dynamic AP cooperation.

•	Handover control becomes difficult because of 
the irregular coverage and complex AP neigh-
borhood relationships. Moreover, the different 
types of APs will result in complicated handover 
signaling processes. Therefore, the handover 
control of UUDN needs to be redesigned.

•	The UUDN will follow a user’s behavior (e.g., 
movement and on-demand services) to offer 
user-centric services in a more complicat-
ed wireless environment. Thus, the mobility 
management should be jointly optimized with 
resource management and interference coor-
dination.

Therefore, the mobility management in UUDN 
may provide an amorphous, dynamic, and virtual 
location area, which consists of an APG and fol-
lows the user’s movement. Hence, new handover 
methods should be designed.

Challenges of Resource Management: The resource 
management in UUDN is much different com-
pared to that in traditional cellular networks. The 
consideration of resource allocation should be 
based on users and corresponding APGs, instead 
of on cells or APs. Furthermore, there will be 
various applications and increasing demands 
asking for more bandwidth and having different 
QoS requirements. Such a complicated commu-
nication environment challenges the resource 
management of UUDN:
•	The resource allocation should be adjusted 

according to the member change of APG, 
without impacting ongoing and newly arriving 
traffic.

•	Due to the rapid increase of AP density from 
the user’s perspective, access opportunities, 
bandwidth, and other resources increase 
greatly. From the network side, the available 
resources cannot match the user’s require-
ments. Under this situation, system throughput 
can be enhanced by multiplexing. Resource 
management becomes complex and needs to 
be flexible.

•	The APG, not only a single AP, provides the 
services to users. How to assign the resources 
and balance the load among APs are import-
ant issues to satisfy users, especially in high-
speed movement.

•	The cooperation within APGs and among 
users (e.g., relay and multipoint transmission) 
may give another opportunity to improve sys-
tem performance and resource utility.
We may foresee that the resource manage-

ment in UUDN should be redesigned to meet 
the challenges brought by high AP density. The 
resource allocation needs to follow the APG 
change, cooperation, and load balance require-
ments flexibly.

Challenges of Interference Management: Interference 
management may directly impact system perfor-
mance [14]. Along with resource multiplexing for 
more access opportunities, interference increases 
as well and becomes more complex in UUDN. 
We face the following problems:
•	The ultra-dense environment results in more 

interference sources. For example, in crowded 
subway trains, lots of terminals and APs exist; 
therefore, signals may have more reflecting 
and scattering paths. The interference model 
becomes more complex.

•	Decreased interference and increased resource 
utility are in contradiction. We need to find 
the proper trade-off.

•	The traditional parameters to measure and 
evaluate the impact of interference, such as 

Figure 1. 4G LTE/SAE network architecture.
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interference temperature and interference 
threshold, may not expose the overall interfer-
ence measure and performance control of the 
networks. More suitable parameters should be 
discussed to give a better indication between 
interference managing results and throughput, 
associated with energy efficiency and other 
system-level parameters.

Therefore, we should set up new interference 
models, analyze the typical wireless transmission 
scenario, and then propose a better interference 
control approach for UUDN.

Architecture and 
Methodology of UUDN

De-Cellular Architecture and 
Functional Entities of UUDN

The philosophy of the UUDN will change from 
a network controlling user to a network serving 
user. We also introduce three kinds of decou-
pling: the decoupling of the user plane and 
control plane from radio access aspects; the 
decoupling of control and transmission from net-
work aspects; and the decoupling of local service 
and network service.

Based on this philosophy, the UUDN archi-
tecture adopts the de-cellular method depicted 
in Fig. 2. In this architecture, there are no more 
“cells” logically and physically from the user’s 
perspective. Very dense APs in one area will be 
organized intelligently to follow the user’s move-
ment and provide data transmission on demand.

Four functional entities are introduced to pro-
vide user-centric services (Table 2). At the radio 
side, the local service center (LSC) and local 
data center (LDC) are introduced to provide the 
logical decoupling of the control plane and user 
plane. All kinds of APs are connected to the LSC 
and LDC by various backhaul (ideal/non-ideal, 
wired/wireless). At the network side, the network 
service center (NSC) and network data center 
(NDC) are introduced to provide the control and 
transmit functions. The LSC and LDC can be 
integrated into one local access server as a phys-
ical entity, and the NSC and NDC may also be 
integrated into one CN entity.

The functions and interfaces of each entity 
are as follows.

•The AP is the radio access channel for UE 
including the data plane and the control plane. A 
UUDN AP can be built with RF, PHY, medium 
access control (MAC), and IP layer functions 
or combinations of them based on the backhaul 
capacity. If the AP has only RF, the PHY to IP 
layers will be centralized into LDC. With this 
architecture, LDC can provide joint processes in 
the PHY layer. Advanced signal processing can 
thus be used to avoid inter-AP interference in 
UUDN. In order to provide joint radio resource 
management and radio link management, the 
control plane of each user shall be centralized in 
the LSC.

•The LSC is the control service center to 
organize an APG to serve one user. It will have 
the new functions of user-centric radio resource 
management, multi-RAT coordination, effective 
QoS control, user-centric mobility management, 
and local radio link control.

•The LDC provides the user plane in UUDN. 
It will provide the user plane functions including 
higher layer processing and dynamic AP channel 
processing. It also has the functions of multi-AP 
coordination-based and multi-radio-bearer con-
vergence for users.

•The NSC provides the function of user pol-
icy control; authentication, authorization, and 
accounting (AAA); high-level mobility (roaming, 
inter NSC handover); and so on.

•The NDC serves as the data gateway for 
transmission.

In the new architecture, the LSC and LDC are 
very close to the location of APs, so it is easy to 
provide user-centric services functions, advanced 
resource management, and interference manage-
ment. It is more flexible for UUDN deployment 

Figure 2. Network architecture of UUDN.
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Table 2. Function entities of UUDN.

User plane Control plane

Access network LDC LSC

Core network NDC NSC

The resource manage-
ment in UUDN is much 

different compared to 
that in traditional cellular 
networks. The consider-

ations of resource alloca-
tion should be based on 
users and corresponding 
APGs, instead of based 

on cells or APs.
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with the decoupling of the user plane and control 
plane, and decentralizing the CN functions to 
the LSC and LDC. Also, signaling overhead and 
backhauling overhead can be greatly reduced for 
UUDN scenarios.

For heterogeneous network, UUDN will 
coexist with traditional cellular networks. There 
are two possible methods of cooperation:
•	Macro cellular BS act as the function of con-

trol plane, and UUDN act as the data plane 
for a user.

•	The LSC and LDC entities are deployed as 
functions of Macro cellular BS. UUDN and 
Macro cellular system can thus have tighter 
couple. For example, they can jointly provide 
dual-connections in MAC layer to one user.

Dynamic APs Grouping Method  
Core Function of UUDN

In UUDN, we introduce dynamic AP grouping 
(DAPGing) based on one idea proposed for a 
mobility-driven network [11]; that is, user mobil-
ity is one key driving factor for future network-
ing. With this method, every registered user 
in UUDN has a unique dynamic APG with a 
unique APG-ID. APG context will be stored in 
an LSC, and most DAPGing processes will be 
executed by that LSC. Some high-level processes 
such as authentication and handover are man-
aged by an NSC.

The main processes of DAPGing include 
APG initiating, APG member refreshing, APG 
handover, and APG deletion, as shown in Fig. 3.

APG Initiating: A unique APG is created by 
the NSC and maintained by the LSC when a user 
is attached to the network based on the intel-
ligent sensing of the user’s radio environment. 
The APG always follows the user to provide 
user-centric services until the user is detached 
from the network.

APG Member Refreshing: After the APG is 
established, the APG member will be updated 
dynamically according to the user’s movement 
and radio environment. When the user moves, 
members of the APG may change accordingly 
without the user’s involvement. When the user 
is stationary, members of the APG may also be 
adjusted to meet the changes of the radio envi-
ronment. The AP on/off will also lead to APG 

member refreshing.
APG Handover: When a user moves out of 

the LSC, the APG will be handed over from the 
LSC to another belonging to a different NSC.

APG Deletion: An APG will be deleted when 
a user detaches from the UUDN.

DAPGing is related to mobility management, 
resource management, and interference manage-
ment. Meanwhile, the security impact of DAPGing 
needs to be considered.

Mobility Management of UUDN
In a traditional cellular network, users are hand-
ed over from one cell to another. In our de-cel-
lular UUDN structure, the network will follow 
a user’s movement. DAPGing makes mobility 
management functionality different. The follow-
ing scenarios are shown in Table 3:
•	For intra-LSC or inter-LSC mobility, only 

APG members may perform refreshment for 
the terminal that has radio bearers; the APG-
ID is not changed.

•	For inter-NSC mobility, the APG should pos-
sibly be moved from one LSC to another that 
is connected to a different NSC, assuming that 
the APG-ID is unique within one NSC.

•	For inter-NSC mobility, or the mobility 
between UUDN and the traditional cellu-
lar network, the APG handover procedure is 
applied, for example, from one NSC to anoth-
er NSC, or from one NSC to another tradi-
tional cellular network.
Figures 4a and 4b show typical DAPGing sce-

narios. In DAPGing, each APG-ID represents 
an APG. Every terminal acquires a unique APG-
ID when a terminal attaches to a UUDN net-
work. For example, user A has an APG named 
GA, and it always follows user A’s movement 
for different time points t1 and t2, supported 
by a different combination of APs at each time 
point. The related radio bearers are also shown 
for each time point. However, the refreshment 
of GA is transparent to terminal A. For user B, 
which is stationary in this example, its APG (GB) 
is also refreshed at different time points t1 and 
t2, due to the adjustment of resource allocation.

In UUDN, terminals enter idle mode to save 
battery when there is no user data for transmis-
sion. For a terminal in idle mode, there are two 
methods to reach the terminal when mobile ter-
minated service arrives. With the first method, 
a terminal periodically monitors whether it has 
moved out of the coverage of one or more AP 
members in its APG. If the answer is yes, the 
terminal updates this location to the network and 
triggers APG refreshment. In this case, the cur-
rent APG-ID of this terminal and its AP mem-
bers’ information are stored within the network 
(e.g., in the NSC). The paging is triggered when 
mobile terminated service arrives, and paging 
messages are sent to the APs of the current 
APG-ID to let the AP page the terminal in the 
air. This method basically inherits the idea of a 
cellular system, which has been proved to have 
reasonable signaling efficiency.

In the second method, the terminal period-
ically sends out pilot signals to the network, to 
let the network update its location. Such updat-
ing may result in APG refreshment. When the 
mobile terminated traffic arrives, the network 

Figure 3. The main processes of DAPGing.
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could communicate with the terminal directly 
without using a traditional paging process. This 
method may result in more terminal power con-
sumption, but provide quicker response than the 
first method.

Joint Optimization of Resource Management 
and Interference Control

The resource management and interference con-
trol in UUDN face great challenges. The existing 
schemes in traditional cellular networks could not 
fulfill the requirements in UUDN. With effec-
tive cognition of a user’s environment, resource 
management would jointly consider interference 
control as well as other important factors such 
as wireless channel, network available resources, 
users’ mobility, and traffic features. The relative 
directions may include, but are not limited to, 
the following points:
•	Resource allocation for the APGs, and inside 

an APG under the UUDN architecture.
•	Cooperation among APG, users, and APs. 

Cooperation inside the groups is also very 
important.

•	Fast APG refreshes and accordingly resource 
re-allocation during users’ moving trace.

•	Load balancing among APGs, inside an APG, 
and among users.
Accordingly, here we analyze and propose the 

possible approaches from the network and user 
sides with two different methods.

When there are sufficient available resourc-
es and function support from the terminal, the 
resource allocation may be fully distributed. Oth-
erwise, negotiation models should be introduced, 
such as cooperative game theory among APGs or 
among users. Under this approach, the network 
side will not join the resource allocation process, 
which means that the algorithms should be fully 
distributed and adjustable. Also, the APs should 
be capable of environment sensing on idle chan-
nels, interference levels, and neighbor APs’ con-
ditions. The advantages of this approach include 
high efficiency of local resource management and 
real-time fulfillment for the users’ requirements. 
However, its disadvantages are also obvious. The 
processing complexity will impact the resource 
allocation efficiency. Also, the requirements will 
be very high for the environment cognitive ability 
of APs.

The second approach needs the network 
side to participate and to offer center control 
to a certain degree. A local control unit in the 
LSC maintains the resource list in the neighbor 
areas, such as an available resource pool. The 
APs may get the information by periodic broad-
cast or dedicated request. Once there is need for 
transmission, an APG would select the proper 
resource from the pool; the resource list kept 
by the LSC may change accordingly. If there is 
contention in the resource allocation, the LSC 
has the arbitration right. By this approach, the 
resource management may achieve optimization 
by avoiding resource contention and decreasing 
interference. The disadvantage is that it is hard 
to determine the neighbor area of the resource 
list in real cases.

As we have discussed, these two approaches 
have different features. When we jointly han-

dle the interference control problem, situations 
become more complicated. Traditional interfer-
ence management includes interference conceal-
ment and interference alignment, interacting with 
synchronizing, cooperation, and signaling over-
head. Corresponding to the two resource alloca-
tion approaches mentioned earlier, interference 
control may be added into the design. In the first 
approach, interference evaluation models should 
be added to the negotiation schemes as well 
as the environment sensing procedure. These 
models need further investigation in the UUDN 
scenario and may directly influence resource allo-
cation results. In the second approach, the avail-

Figure 4. Typical DAPGing scenarios: a) APG refresh by terminal mobility; 
b) APG refresh by resource management and other factors.
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Table 3. Mobility scenarios and related approaches of UUDN.

Mobility scenario Approaches Description

Intra-LSC, inter-LSC APG refresh

By changing an APG member, the 
radio links between terminal and 
APs may be moved from one AP to 
another.

Inter-NSC APG handover

The intra-NSC APG-ID is unique; thus, 
the terminal will get a new APG-ID 
when it moves to a new NSC. AP 
members will also be re-organized.

Mobility between 
UUDN and traditional 
cellular system

Handover
Handover to and from, or between 
UUDN and traditional cellular sys-
tems.
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able resource list could have the item/entry of 
interference impact, or even occupied resources 
of the neighbors, to provide more details for the 
AP in choosing proper resource. This requires 
effective information collection of the real-time 
local resource condition. For the joint optimiza-
tion of resource management and interference 
control, when considering implementation, other 
factors should also be included in the design, 
such as transmission efficiency, algorithm com-
plexity, and signaling overhead.

Security
The security of UUDN, characterized by a serv-
ing user with APG, faces a variety of challenges. 
The security model must be elaborately designed 
under the new architecture of UUDN as per the 
following:

•An AP joining the specific APG as a mem-
ber must be authenticated by the network, so as 
not to be counterfeited. The UUDN will provide 
security guarantees for UE and all of the mem-
bers in the APG by new methods.

•A more flexible authentication mechanism 
for UUDN should be applied when the APG 
refreshes. When UE accesses UUDN through a 
certain APG, mutual authentication should be 
used. The authentication result of the trusted 
UE will be smoothly inherited among the APG 
so that other members of the APG can recognize 
and trust it.

•The key agreement mechanism of UUDN 
would be enhanced. A UE would apply for 
authentication to the APG instead of to an AP. 
The ciphering and integrity keys will be gener-
ated between the APG and UE, but the keys 
do not simply “share” within the APG. The 
enhanced key agreement mechanism should 
keep the security within UE and each member of 
the APG by the inherited or “shared” key seed. 
When one UE accesses or leaves a certain APG, 
the ciphering and integrity keys will be generated 
or revoked.

•The selection of a security model of UUDN 
should be a trade-off between communication 
quality and authentication efficiency under the 

computing cost constraint. Reference [15] points 
out that an accurate analysis in the standard 
AKA protocol signaling can provide insights into 
reducing loads in the authentication signaling.

The new security mode in UUDN can build 
“certified virtual communities” and provides a 
safe network environment “following and serv-
ing” the mobile user. The APG will provide 
lightweight and inheritable authentication ser-
vices. When a UE passes authentication from 
one member of the APG, it will be trusted by the 
whole group. Based on this method, we can pro-
vide the “accompanying” authentication services, 
when the group is refreshed, to ensure uninter-
rupted high-speed traffic.

Summary
Following the user-centric philosophy, a new 
UUDN architecture with the de-cellular method 
is proposed to offer better services to users. In 
this architecture, two levels of service center and 
data center are introduced to provide the control 
plane and the user plane from the local and net-
work sides, respectively. We propose DAPGing 
as the core function of UUDN. It is close to the 
user-centric mobility management function, and 
has direct impact on joint-optimized schemes of 
resource management and interference control.

A comparison between UUDN and the tradi-
tional solution is shown in Table 4.

Conclusion and Future Works
UDN is a promising solution for 5G. Based on 
the analysis of its features and typical scenarios, 
we define UUDN by introducing the de-cellu-
lar method. Then we thoroughly discuss the key 
issues in UUDN, including network architecture, 
mobility management, resource management, 
interference management, and security. We pro-
pose a possible solution accordingly. There are 
many interesting problems in UUDN to be dis-
cussed in detail.

For future work, besides further investigation 
of the aforementioned issues, we also identify 
other interesting research areas in UUDN, such 
as the ones below

For users, networks, and services, mobili-
ty behavior provides fundamental characteris-
tics and rules in the temporal spatial and social 
dimensions. In UUDN, mobility behavior is an 
important factor that should be considered in 
optimizing overall performance of the system.

For very high density deployment scenari-
os, it is very difficult to connect each AP with 
ideal wired backhaul. A flexible backhauling to 
support ideal/non-ideal, wired/wireless backhaul 
is very important to ensure the deployment of 
UUDN.

Heterogeneous and cooperative networking 
is another problem to be further investigated. 
It is a big challenge to support UUDN with a 
complex multi-tier scenario, multi-RATs, and 
irregular coverage.

In the UUDN scenario, the use of mmWave 
bands is a promising way to provide very high 
data rate with very wide bandwidth. Many new 
features will be introduced due to very high fre-
quency band, such as beamforming, coverage 
enhancement, integration of high and low band 
networks, and so on. Those will impact mobili-

Table 4. Comparison between UUDN and the traditional solution.

Traditional solution UUDN

Network architecture

Network-centric  
Cellular structure  
Light L-GW + heavy 
backhauling

User-centric  
De-cellular structure  
Fat local access server  
+ flexible backhauling

Serving entity Single serving BS A dynamic APG

Mobility management Handover and terminal  
involvement

Dynamic grouping and 
terminal unconsciously

Network sensing Incapable Capable

Radio resource  
management Independent cell unit Cooperation, user-centric

Interference  
management Independent cell unit Cooperation, user-centric

Security Authentication repeat 
or frequency

Authentication relay or  
inheritable
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ty management, interference management, and 
radio resource management.

The user’s privacy is another key issue. The 
method of user authentication is essential for 
users’ privacy protection. Multiple lightweight 
and integrated security technologies are needed. 
It will be important for UUDN to archive light-
weight authentication and combine other security 
technology to provide end-to-end security.
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The method of user 
authentication is 

essential for user’s pri-
vacy protection. It needs 

multiple lightweight 
and integrated security 
technologies. It will be 
important for UUDN to 
archive the lightweight 

authentication and 
combining other security 

technology to provide 
end-to-end security.


